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ANALYSIS OF MATHEMATICAL APPARATUS FOR MANAGING CHANNEL AND

NETWORK RESOURCES OF MILITARY RADIO COMMUNICATION SYSTEMS

The experience of carrying out the Operation of the United Nations (antiterrorist operation) on the territory of Donetsk and
Luhansk oblasts shows that the existing procedure for managing the channel and network resources of military
radiocommunication systems does not meet the modern requirements, which are put forward for them. The choice of a
route in special purpose networks with the ability to self-organize on the basis of specific parameters is the main problem
for managing the channel and network resources of special-purpose networks, as well as the difficult task of climbing the
network. In this article, the authors analyzed the existing mathematical apparatus for controlling channel and network
resources of military radiocommunication systems. During the research, the authors of the article used the classical
methods of scientific knowledge, namely, the methods of analysis and synthesis, the basic provisions of the theory of
communication, methods of modeling of communication networks, the theory of artificial intelligence, and others. It is
established that the existing methods of controlling the channel and network resources of military radiocommunication
systems take into account only certain factors influencing the quality of the use of channel and network resources of
military radiocommunication systems. Therefore, it is the most expedient to choose a route for information transmission on
many parameters based on fuzzy logic and a modified method of the ant colony system, through which searches and
maintenance of the path of the packet passing between two points between the node from which the IP packet and the
destination node are sent. To find a route, the following parameters must be considered: the energy component, the data
rate, the time delay of the IP packet from the node that sends the packet to the destination node and the reliability of the
delivery of the IP packet. These parameters should be taken into account while creating mathematical models, methods and

techniques for managing channel and network resources of military radio communication systems.
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Introduction

In route selection tasks, as a rule, a couple of nodes,
which sends an IP packet and an IP packet destination
node, while there are many possible routes to select. The
goal is to find the route with the lowest cost, based on the
cost, calculated for different possible directions.

Some modern protocols for dynamic routing in
special purpose networks have built-in algorithms for
finding the route, which tries to minimize the cost of
delivery of packets from the destination node to the
destination node. However, the specifics of the use of
special-purpose networks require the development of
new routing methods and techniques, taking into
account a plurality of parameters to ensure the delivery
of data from the sending node to the destination node.

Finding the shortest path (less cost) between a pair
of points is a complex problem, which requires a
calculation of all possible routes. In addition, most users
need not only routes with the least number of hopes to the
destination but routes that can meet other important
requirements. Such users most often need to provide
support for the power component to increase battery life, to
take into account the speed of the communication channel,
the delay time for delivering the IP packet between the
sender node and the destination node, and the reliability
of the IP delivery of the package by the route.

Known scientific research does not take into
account all these important parameters in one search and
maintenance route in special purpose networks with the
ability to self-organize. In turn, the system of ant
colonies, combined with fuzzy logic, is used in the
modified dynamic routing protocol (DSR) algorithm.

radio communication system, radio resource, channel and network resources, network topology,

The purpose of this article is to make an analysis of
the existing methods of controlling channel and network
resources of military radio communication systems.

Presentation of the main material

One of the most significant limitations of fuzzy
output systems is the difficulty of building a knowledge
base with more than five factors under consideration,
provided that more terms are used to describe the factor.
The generalization of the analysis of information
processing methods is presented in Table 1.

Summarizing the analysis and taking into account
the analysis of work on information processing [1-12]
the most expedient is considered the choice of methods
of the theory of fuzzy sets for the processing of factors
and for the evaluation of information, since its
application allows us to develop a mechanism for
processing information, takes into account the mutual
influence of verbally and numerically described factors,
presented in various assessment scales.

Fuzzy logic and artificial neural networks. A
fuzzy logic system is a popular and powerful tool that is
being implemented by researchers for optimal route
selection. Considering the problem of finding a route as a
multi-criteria problem, [13] presents various approaches
to optimize the search process and make decision
choosing a route using fuzzy sets and fuzzy logic. The
basis of fuzzy logic that was initiated by the American
scientist Lotfi Zadeh [10, 11] allows us to describe
qualitative inaccurate concepts and knowledge about the
surrounding world. The methods of constructing
information models based on this theory substantially
expand the scope of application of information systems.
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Table I — Generalization of the analysis of information processing methods

Method name

Brief description

Limitations

Factor analysis

Balance assessment of factor sets, score estimation of
sets of levels of factors values, the definition of a
general assessment taking into account the works of
factors on their significance level

The need for experts to assess the factors and
levels of their significance, the complexity of
accounting factors that have a nonlinear impact
on the overall assessment, the complexity of
the processing of information in a verbal form

Spectral analysis

Representation of the initial value of the function of
the investigated process in the form of a set of
sinusoidal components, which allows to detect hidden
cycles in the development process

The need for a significant sample of values of
the output process to build its graphical
dependence, the focus on the processing of
information presented in numerical form

Neural networks

Construction of a mechanism for determining the
output variable based on the input factors due to the
correction of the values of the synapse weights (edges)
of the network

The complexity of verbally described
information processing, the secrecy of the
network learning process, the need for a
sufficient number of examples used for training
the network, making it difficult to adjust the
network during its operation

Delphi method

Obtaining a generalized assessment on the subject
under consideration by the expert group

Dependence of the result on the opinion of
experts

The theory of fuzzy
sets

Summarization of information provided in numerical
and verbal forms through the use of the representation
of input variables in the form of fuzzy numbers, with
the subsequent compilation of knowledge base on

The complexity of the formation of knowledge
base with the account of more than five factors
about the object being studied

product rules

Ibrahim Mamdani [10, 11] is one of the first
scientists who developed the concept of fuzzy control to
manage complex processes, especially when there is no
clear model for describing processes [10, 11]. Fuzzy
management can be described as a means of controlling
work with conditional sentences, which are called
linguistic rules "IF-TO", rather than mathematical
equations.

The derivation of the rule is called the conclusion
and requires the definition of the membership function
that characterizes this conclusion. This function defines
the degree of truth of each sentence [14].

The various stages of a simple fuzzy logic control
system are as follows:

— formation of the rules base of fuzzy output
systems;

— phasification of input variables.

Each fuzzy system is implemented in the form of
fuzzy rules (1), such as

Rulel :if Ais pjand Bis g, then Z is g;;

1
Rulell :if Ais py and Bis q, thenZ is g,; M

where A and B are variable parts of the condition, Z is a
part of the action variable, and p; and ¢; are fuzzy
parameters characterized by membership functions.
Some rules of the rules of control use measurements,
which are usually valid numbers [23]:

,ng (R) = lLlCl(R)*lLlcz (R)s (2)

where "*" disjunction is the “max” function while using
with the example of Mamdani.

— dephasing is a fuzzy result, which is the result of
the conclusions, becomes a real value, which can be
used as a control input. Since the desired output is an
indeterminate result, the quantitative value of the

control output is determined by dephasing Hg, (R).

There are two general methods of defazification, which

are the "center of gravity" and "average maximum"
methods.

In artificial neural networks, the mathematical
model simulates biological neural networks of the brain.
A brain model connects many linear or nonlinear neuron
models and processes information in a distributed
manner. Since neural networks have training and self-
organization capabilities, they can adapt to data changes
and learn the characteristics of the input signal. Such
networks can study the reflection between the input and
output space and synthesize associative memory, which
receives the corresponding output when it is presented
with the input and is generalized while representing by
new inputs [12]. Neural networks are used today in
many industries, including recognition, identification,
broadcasting, vision and control systems [13].

A neuron with an input vector with one n-element
is shown in Fig. 1, where p;, p,, p;, p, include separate
elements and w;, w,, w; w, are the weights of the
connections. An artificial neural network can be taught
to perform a function by adjusting the weight values
[13]. The block of the neuron has a displacement, which

f(x)

Fig. 1. Model of an artificial neuron

is summed up with the weight inputs to form a clean
input. The output of a neuron is a weighted sum of input
signals

y=1(Z 0 pieor +b) 3)
The activation function of neurons is often a

continuous and nonlinear function called a sigmoid
function and is defined as
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f@=1/(1+e), @)

where e — constant and 0 < f(x) < 1.

One of the most commonly used categories of
artificial neural networks is called a direct network. This
hierarchical structure consists of several layers without
interconnections between the neurons in each layer, and
signals come from the input layer to the output layer in
one direction, as in Fig. 2.

The first layer of the neurons performs the
procedure of phasation, bringing to fuzzy. As a result of
this procedure, the values of the membership functions
for the input variables are calculated. In order to ensure
the maximum speed of the neuro-fuzzy data flow
management system, it is proposed to use parametric,
normal, unimodal and triangular membership functions.
Given the different nature of the input and intermediate
linguistic variables, the function of belonging is built
separately for each variable.

The second layer performs the function of
aggregation of the degrees of the truth of the conditions
for each rule of the fuzzy output system in accordance
with the operation of the T-norm, in which we use the
operation min-conjuncture [13, 18, 22]. As a result of
this procedure, the "cut off" levels are determined for
the conditions of each of the rules. Those rules whose
degrees of validity are different from zero are
considered active and used for further calculations. The
third layer of neurons forms at the output of the network
a dephase value of the original value, which is the value
of the level of pheromone which leaves behind an ant.
As a method of dephasing in the Mamdani algorithm, a
variant of the center of gravity method
is used.

Ant system of colonies

In the articles [13], authors use
ant-algorithms to find the route, and
these algorithms are effective in solving
the salesman's task.

The Ant Colony System (ACS) is
a class of algorithms, the first term
called the Ant System (AS), originally
proposed by Dorigo et al. [13].
Although these ants are blind, they are
able to find the shortest way from the
food source to their nest, using a liquid
substance called pheromone, which
they release on the transit route.

The strategy of the Ant Colony
tries to simulate the behavior of real
ants with the addition of several
artificial ~ characteristics:  visibility,
memory and discrete time for the
successful solution of many complex
tasks such as the problem of a sales
agent [14], the vehicle routing problem
(VRP) [15] , and the best route search
[16]. Despite the fact that in recent
years many changes have been made to
the ACS algorithms, their fundamental

mechanism of behavior, which is a positive feedback
process demonstrated by an anonymised colony,
remains unchanged. Anthropogenic algorithms have
many applications, for example, for communication
networks [17], electrical distribution networks [28].
There are different stages of the algorithm of the usual
system of ants of colonies such as:

- adescription of the schedule of tasks;

- artificial ants move between discrete states in
discrete environments. Since the tasks solved by the
algorithm of the automated control system (ACS) are
often discrete, they can be represented by a graph with
N nodes and R routes;

- initialization of distribution of ants;

- anumber of ants are placed on nodes of origin;

- the number of ants is often determined based
on trial and error and the number of nodes in the region.

The rule for the distribution of probabilities of ants

(Tg,‘ ) (’11_',' )ﬂ
DY netabuy, (Tin )" (lin)

0, otherwise

5 Jj & tabuy,

)

The probabilistic transition of ants between nodes
can also be specified as a rule of node transition. The
probability of passing ant k from a node 7 to a node j is
given where 7;; and 7; intensity of pheromones and the
cost of the route between the nodes i and j, respectively.
The relative values 7i and #ij are controlled by the
parameters o and [, respectively. These are tabuy
unreachable routes (visited nodes) for the ant k.

Fig. 2. Structure of a fuzzy neural network of one parameter

for choosing the concentration of pheromone
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m
Id k
T;ew = (1 - p)Tl(]) + Z ATI] , (6)
k=1

where 0 <p<1 is a constant parameter called the
evaporation of pheromones, and m is the number of
ants.

The amount of pheromone enclosed in the path
between the nodes i and j ant &, is

Q ifitgoes past theroute (i, ;)
AT?-‘;- =< fi  k-thants(in the current cycle);  (7)
0, otherwise,

where Q is a constant parameter and fy is the value of
the solution found from the 4-th ant.

Stopping procedure - this procedure is completed
by reaching a certain number of cycles or the maximum
number of cycles between two improvements to the best
global decisions.

The conclusion from the article

An analysis with taking into account the analysis
of work on information processing [1-24] is considered
the most expedient choice of methods of the theory of
fuzzy sets for the processing of information evaluation
factors, since its application allows us to develop a
mechanism for processing information, taking into
account the mutual influence both verbally and
numerically described factors presented in different
assessment scales.
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AHaJIi3 MaTeMaTHYHOI0 aNapaTy JJIA YIPABJIiHAA KAaHAJbHHMH Ta Mepe;KeBHUMH pecypcamMu
CHCTeM BiliCbKOBOIr0 paio3B’si3Ky

0. JI. Hananiko, P. B. ITikyns, I1. B. XKyk, A. B. Hlmmuanskuit

Jocsin nposenennst Onepauii O6’exHanux Cun (aHTUTEPOPUCTUYHOI onepauii) Ha Tepuropii JJonenpkoi ta Jlyrancekoi
obnacreil CBITYMTH, IO ICHYOUMH IOPSJOK YIPaBIiHHA KaHAJIbHUMH Ta MEPEXEBUMU DPECypCaMH CHUCTEM BiHCHKOBOIO
panio3B’si3Ky HE 3aJ0BOJbHSE CYYaCHMM BHMMOraM, IO BHCYBAlOThCA 10 HUX. BuOip Mapumpyry B Mepexax CreLiaJbHOTO
MPU3HAYCHHS 3 MOXJIMBICTIO JIO CaMOOpraHizalii Ha OCHOBI KOHKPETHHX IapaMeTpiB € TOJIOBHONO MPOOIEMOI0 Ul YIPABIiHHS
KaHaJIbHUMU Ta MEPEIKEBUMH PECypcaMu MepeX CIIELialIbHOrO MPU3HAUCHHS, a TAKOXK CKJIaJHONO 33a4€l0 CXO/DKEHHS MEpeiKi.
B 3a3HaueHiii crarTi aBTOpaMM IPOBEAEHO aHA3 iCHYHOUOro MAaTEMaTHYHOIO arapaTty Ajis YHNPaBIiHHA KaHAJIbHUMH Ta
MEPENEBUMH PECcypcaMd CHCTEM BIMCHKOBOrO pajio3s’si3Ky. Ilim dyac mpoBeieHHS JOCHIIPKEHHS aBTOpaMM CTaTTi Oynu
BUKOPHCTaHI KJIACHYHI METOIM HAYKOBOIO ITi3HAHHS, a CaMe METOJH aHajli3y Ta CHHTE3Y, OCHOBHI ITOJIOXEHHS Teopii 3B’s3KY,
METOAM MOJICTIOBAaHHS MEPEXK 3B’A3Ky, TEOpii IITYYHOro iHTEJIEKTY Ta iHII. BcTaHOBIICHO, IO iCHYIOYI METOAM YHPABIiHHS
KaHAJIBHUMU Ta MEPEKEBUMH pPECypCcaMH CHCTEM BiICbKOBOrO pajio3B’s3Ky BPAaXOBYIOTb TUIBKM OKpPeMi YMHHMKH, IO
BIUIMBAIOTh HA SIKICTh BUKOPHUCTaHHS KaHAJIBHUX Ta MEPEKEBHX PECYpCiB CHCTEM BiHCHKOBOrO pajio3B’s3Ky. ToMmy HalOiibIn
JIOLITBHO TIPOBOAMTH BHOIp MapuipyTy mnepepadi iHpopmamii 3a OararbMa MapaMeTpaMH Ha OCHOBI HEWITKOi JIOTIKM Ta
MOZM(DIKOBAHOTO METOly CUCTEMH MYpPAIIMHUX KOJIOHIH, 33 JOMOMOIO0 SIKOT0 BiJIOYBA€THCA IMOLIYK Ta MiITPUMAaHHS MapIIpyTy
MPOXOKEHHS IIaKeTy MK JIBOMAa TOUKAMH, MK BY3JIOM 3 SIKOro Hajacunaerbest IP maker i Bysnom npusHaudeHHs. J[jist momryky
MapupyTy HeoOXiZIHO BPaXOBYBaTH HACTYIHI [TApaMETPH: €HepreTHyHa CKII1a0Ba, MIBUIKICTb Iepeadl JaHuX, 4ac 3aTpuMkKHu [P
[IAKeTy BiJ BY3Ja, IO HAJCWIAE IIAKeT 1O By3Ja NpPU3HAYEHHS Ta HajiiiHicTh nocraBku IP makery. 3a3HaueHi mapamerpu
JIOLIBHO BPaXyBaTH NP CTBOPCHHI MaTeMaTHYHUX MOJENICH, METONIB Ta METOAUK YNPABIiHHSA KaHAJIBHUMH Ta MEPEKEBHMHU
pecypcaMu CHCTEM BiCBKOBOI'O Paflio3B’sI3Ky.

KawuoBi caoBa: cucrema pamio3s’si3Ky, paliopecypc, KaHaJIbHI Ta MEPEXEeBl PecypcH, TOIOJIOTIS Mepexi, Mepexa
3B’5I3Ky, MapILIpPyTH3ALisL

AHaJIM3 MaTeMaTH4eCKOro annapara J1Jjisi ynpapJieHHs KaHAJIbHBIMH H CETEBBIMH pecypcamMu
CHCTEM BOCHHOM PaJHOCBI3H

A. JI. Hananxo, P. B. ITukyins, I1. B. XKyk, A. B. lIumankuit

OmnsiT npoBezienns Onepanun O0benanHeHHbIX Cuil (aHTUTEPPOPUCTHUUECKON omepaluy) Ha Teppuropur J{oHeLKol u
Jlyranckoii oGyiacTell CBHIETENBCTBYET, YTO CYIIECTBYIOIIMH IOPANOK YIpaBICHHS KAaHAIBHBIMH U CETEBBIMH pPECypcaMu
CHCTEM BOEHHOH DPaJIMOCBS3H HE YIOBIETBOPSET COBPEMEHHBIM TPEeOOBAaHMSM, IPEIbsBIICMbIM K HUM. Bbibop mapmpyra B
CEeTSAX CHEHUANIbHOr0 Ha3HAYEHHs C BO3MOKHOCTBIO K CAMOOPIaHU3aLUH HA OCHOBE KOHKPETHBIX APAMETPOB SIBIISIETCS TIIaBHOM
po0IeMoi Ul ynpaBIeHHs! KaHAIbHBIMHU U CETEBBIMU PECYPCAMHU CETEHl CrIeMalbHOr0 Ha3HAUCHHS, a TAKoKe CII0XKHOM 3a/aueit
CXOXJIEHUsA CceTH. B ykazaHHOH cTaThe aBTOpaMH IIPOBEIEH aHAIM3 CYyIIECTBYIOLIEIO MAaTE€MaTHYECKOro arnmapaTa Uit
YNpaBI€HUs KAaHAJIBHBIMH M CETEBBIMH PECYPCaMH CHCTEM BOECHHOW pPagHOCBA3U. Bo BpeMsi NpOBENEHMS HCCIEIOBAHHS
aBTOPAMH CTAaTbU ObUIM MCIIONB30BAHBI KIACCHYECKHE METOZbl HAYYHOrO NMO3HAHMS, a UMEHHO METOABbl aHAIM3a U CHHTE3a,
OCHOBHBIE TOJIO)KEHHsI TEOPHH CBSA3M, METOMBI MOJAEIMUPOBAHMS CETEH CBA3M, TEOPUH HCKYCCTBEHHOTO WHTEIIEKTa M JIp.
VY CTaHOBIIEHO, YTO CYIIECTBYIOIIME METOABI YNIPABICHHUs KAHAJIBHBIMH U CETEBBIMH PECYPCaMH CHCTEM BOEHHOH PaaMOCBS3H
YUHUTBIBAIOT TOJBKO OT/ACNIBbHBIC (JAKTOPBI, BIMSIOMIME HA KAaUeCTBO MCIOJIb30BAaHUS KAaHAIBHBIX M CETEBBIX PECYPCOB CHUCTEM
BOCHHOH pannocssu. [loaromy HamGonee 1ienecooO0pa3HO IPOBOAUTH BBIOOP Mapuipyra nepefadd MHGOPMAIMU 110 MHOTHM
rapaMeTpaM Ha OCHOBE HEYETKOW JIOTMKM M MOIAM(UIMPOBAHHOIO METOAA CHCTEMbl MYPAaBBHHBIX KOJOHHH, C IOMOLIBIO
KOTOPOr0 MPOUCXOAUT MOUCK U MOJIEPKAHNE MAPIIPyTa CIEI0BAaHHS TAKETa MEKTY IBYMsI TOUKAMH, MEKAY Y3JI0M C KOTOPOTO
Hanpasisiercst [P maker u y3nom HasHadeHus. Jisd mowcka Mapuipyra HEOOXOOMMO YUMTBIBATBH CIICIYIOILME IapaMeTpsbl:
JHEPreTUYECKask COCTaBIIAIONIAs, CKOPOCTh MEPEfadn JaHHbIX, BpeMs 3a1ep:kku [P makera oT y31ma KOTOpPBIH HampapiseT MaKeT
JI0 y3la Ha3Ha4yeHus M HaJeKHOCTh JocTaBku IP-makera. YkazaHHbIE MapaMeTphl LENecOoO0pasHO Y4ecTb IPU CO3JaHHUH
MaTEMAaTHYECKUX MOJENEH, METOJOB M METOAWK YIPABIEHHS KaHAIBHBIMA M CETEBBIMH DPECYpCaMH CHCTEM BOEHHOI'O
PaaMOCBA3N.

Knro4desnie cioBa: cuctema paauocBss3y, pauOPECYPC, KaHAIBHBIE U CETEBLIE PECYPCHI, TOMOJIOTUs CETH, CETh CBS3H,
MapIIpyTH3ALHSL.
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