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ANALYSIS OF TECHNICAL CHARACTERISTICS OF THE RADIOELECTRONIC

systems and radio communication facilities are [1-5]:

INTELLIGENCE OF THE RUSSIAN FEDERATION

One of the most important characteristics of radiocommunication systems and facilities that operate in the conditions of
radio-electronic suppression is their secrecy, which is the ability of systems and radio communications to withstand the
actions of radio-intelligence. Radiotechnical intelligence provides consistent execution of three main tasks: the detection of
the fact of the operation of the system (devices) of radio communication (signal detection); determination of the structure of
the detected signal and its basic parameters; disclosure of the information contained in the signal. Taking into account the
Operations of the Joint Forces in the East of Ukraine caused by the armed aggression of the Russian Federation, an urgent
question is raised regarding the analysis of the technical characteristics of the radio-electronic intelligence systems for
determining the operation of the radiocommunication equipment of the Armed Forces of Ukraine and the structure of the
type of signals used. The authors of this article conducted an analysis of the technical characteristics of the radio-electronic
intelligence systems of the Russian Armed Forces to determine the operation of the radiocommunication equipment of the
Armed Forces of Ukraine and the structure of the type of signals used. During the research, the authors used the basic
provisions of the theory of communication, the theory of electronic warfare, the theory of signals and general scientific
methods of analysis and synthesis. According to the results of the research, the following conclusions can be drawn: the
frequency range of the electronic intelligence facilities of the Russian Armed Forces is much larger than the frequency
range of the radiocommunication facilities of the Armed Forces of Ukraine and technically developed countries of the
world; classical methods of increasing impedance and secrecy such as pseudo-random reconstruction of the operating
frequency is not able to provide a given level of secrecy. In view of this, the direction of further research should be
considered the development of scientific and methodical apparatus for increasing the structural secrecy of radio
communications based on the use of time-signal structures.

Keywords: radio communication systems, radio resources, noise immunity, radio electron suppression, radio-electronic
intelligence, secrecy.

structure of the detected signal and its basic parameters;
disclosure of the information contained in the signal.

In accordance with these tasks one can determine
the main types of secrecy: energy, structural,

Introduction

The main requirements for the modern military

full mobility of all subscribers and elements of the
radio communication system;

high efficiency of messages
subscribers;

provision of a given quality of service to users in
significant geographic areas in the conditions of use of
both conventional and nuclear, biological and chemical
weapons, as well as devices of electronic suppressing;

ensuring the continuity of combat management for
all conditions of terrain;

high structural stability of the system (durability
and reliability);

high bandwidth of communication channels;

high noise immunity of individual radio equipment
and radio communication system as a whole.

One of the most important characteristics of
systems and radio communication systems that operate
in the conditions of radio-electronic suppression is their
secrecy.

Under the covert sense of the ability of systems
and radio communications to withstand the actions of
radio engineering intelligence [1-5].

Radiotechnical intelligence provides the consistent
fulfillment of three main tasks: the detection of the fact
of the operation of the system (devices) of radio
communication (signal detection); determination of the

delivery to

informational, spatial and temporal.

Structural secrecy is aimed at excluding or
significantly complicating the disclosure of the structure
(sight) of the signals of the system (devices) of radio
communication.

Taking into account the operation of the United
Nations Operation in the East of Ukraine caused by the
armed aggression of the Russian Federation, an urgent
issue of the analysis of the technical characteristics of
the radio-electronic intelligence systems complexes is
determined to determine the operation of the
radiocommunication equipment of the Armed Forces of
Ukraine and the structure of the signals type that is
used.

The purpose of this article is to analyze the
technical characteristics of the electronic intelligence
systems in determining the fact of the work of the
radiocommunication facilities of the Armed Forces of
Ukraine and the structure (type) of the signals used.

Presentation of the main material

Complexes of automated radiomonitoring (ARM)
nowadays have become widely used as an instrument
for solving such a problems as management of the use
of radio frequency spectrum and control of electronic
environment, including in the course of counter-terrorist
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operations. The main tasks of ARM are planned control
of the parameters of standard devices and measurement
of unintentional levels of obstacles, detection of
unlicensed transmitters and determination of their
location, measurement of energy coverage zones in
assessing the quality of radio communications,
determining the intensity of use of radio frequency
resource.

ARM tools also solve information security tasks
and serve as the basis for technical measures to
counteract unauthorized removal of information,
including special studies on side electromagnetic
radiation and imprints.

Mobile automated systems of radioengineering and
special monitoring of the effectiveness of information
security and assessment of the electromagnetic
environment of the MKTK-1 and MKTK-1A are
designed to detect, measure parameters and determine
the location of radio electronic equipment, assess the
electromagnetic environment, detect and close the
technical channels of information leakage.

The mobile automated complex of radioengi-
neering and special control of information security
efficiency MKTK-1A is intended for (Fig. 1, a) [6, 7]:

- operational control of operating modes and
technical analysis of signals, placement and location of
radio electronic equipment;

- control of the fulfillment of norms (requirements)
for counteraction to radio and radio intelligence of
foreign states;

- analysis and evaluation of the electromagnetic
environment;

- control
transmitters;

- search for the sources of unintentional radio
interference;

- search for the special electronic devices for
interception of information;

- detection of technical channels of information
leakage due to side electromagnetic radiation and
impulses, insufficient sound and vibration isolation;

- assessing the protection of objects
information leakage through technical channels;

- control of the protection of objects in the infrared
and visible bands of electromagnetic waves;

- operational protection of information from
leakage on vibroacoustic and radio channels.

The complex includes: automated workplace of
radio control (AWP-RC); Workplace of special control
with a complete set of remote equipment (WP-SP);
communication equipment, power supply and life
support.

Tactical and technical characteristics of MKTK-1A
are given in the table 1.

of radiation parameters of radio

from

a

Fig. 1. Appearance of: a — MKTK-1A; b — the multifunctional complex of radio-electronic suppression of the RB-531BE;
¢ — the mobile automated complex of radio inquiries and radio suppression (Leer-2)

Table 1 — Tactical and technical characteristics of MKTK-1A

Frequency range of radiocontrol, MHz 0,1-18000

Accuracy of inclination, deg 2-3

Frequency range of side electromagnetic radiation control, MHz 0,01-20000

Frequency range of acoustic and vibration acoustic control, Hz 10-20000

Frequency range of detection of special electronic devices for intercepting information from radiosignals, MHz 0,1-10000

Range of communication with the use of a mobile radio station, km < than 20

The range of communication with the use of a portable radio station is not more than, km 5

Time of deployment/collapse, min 30
Small-sized multifunctional systems of radio RP-377LA “Lorandit-AD”. Small, multifunctional

control, positioning and suppression RP-377L and

radio control complexes, positioning and suppression.
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RP-377L and RP-377LA “Lorandit” provide
operative search, location and radio decay of radio-
electronic devices of UHF radio communications of
illegal armed groups, terrorist groups and interference
sources for control and communication systems (fig. 2).

The RP-377L complex is located in two cases and
four canvas bags for transferring combat personnel from
two to three people and can be used both in field
conditions and in conditions of medium and strongly
rough terrain (fig. 2). Complex RP-377LA “Lorandit” is
located on a high-capacity car (the type of car is
determined by the requirements of the customer) and
can be applied in field conditions and conditions of
medium-sized terrain [6, 7].

Depending on the tasks solved complexes can be
combined into a system of two or more complexes
RP-377L and RP-377LA “ Lorandit ”, one of which acts
as a point of control system. Technical characteristics of
the complexes are shown in the table 2.

The multifunctional complex of radio-electronic
suppression of the RB-531BE is designed (fig. 1, b):

- for protection against radio-controlled mines and
explosives, in a parking lot and in motion by devices of
setting up broadband barriers to reception devices;

Fig. 2. Appearance of RP-377L

Table 2 — Technical characteristics of the complexes RP-377L and RP-377LA “Lorandit”

Basic tactical and technical characteristics RP-377L RP-377LA
Frequency range, MHz:

detection 20... 2000 20... 2000

positioning 25...2000 25...2000
Detection Speed, MHz/sec no less 10 65
Detection speed with downlink, MHz/s no less 3,5 25
Median rotation error is not more than, deg 3 3
Band of simultaneous review, kHz 180 1200
The range of operating frequencies created by intentional interference, MHz 137... 174, 410...470 100... 500
Power transmitter of intended interference, not less, W 20...40 100
Closing time, min no more than 10 10

- radio-electronic intelligence, radio-telegraphy
and interference with radio communication equipment
(including cellular communication), which operate on
fixed frequencies and in the FHSS mode on the parking
lot and in motion.

The equipment of radio intrusion and radio
suppression of the complex RB-531BE provides:

- detecting, radio-directing and suppressing
sighting of the devices of UHF-radio communication,
working with the FHSS with the reconstruction of the
operating frequency speed of the 300 jump/second;

- detecting, radio-directing and radio-suppressing
by noise-blocking frequency-modulated interference
with UHF radio-communication devices operating with
a FHSS with a speed up to 1,000 jumps per second;

- binding, technical analysis and auditory control
of UHF radio communication in motion and in the
parking lot;

- classification of signals of radio frequencies
operating at fixed frequencies, with a probability of not
less than 0.9 in the case of signal / noise ratio of 15 dB
(in the frequency band of the signal).

Mobile automated radio-detecting and radio-
suppressing complex (Leer-2) (Fig. 1, ¢).

The complex is intended for estimation of the
electromagnetic environment, the radio information
exploration of radio emission sources, and the
obstruction of radio electronic devices.

Table 3 — Specifications of the REI PB-531BE subsystem

The value
Name of characteristic of the cha-
racteristic
Frequency range, MHz:
detection 20... 2000
positioning 25...2000
The medium-square error of positioning of
radio communication devices in a parking 5
lot with the developed AMY product, deg
Mean-square instrumental error of beaming
of radio communication devices in motion 10
with AMY made product, deg
Two-signal dynamic range, dB, not less 60
Frequency band review rate in the “Analisis
RES” mode:
when it is found without placement, not 8 000
less, MHz/sec
when it is located with the downlink, 5000
not less, MHz/sec
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Features of the complex:

- detection of sources of radio emission and
determination of their location with anchoring to the
digital terrain maps;

- setting of radio interruptions by various types of
radio-electronic devices (including mobile
communication systems);

- simulating the work of radio electronic devices.

- possibility of quasi-simultaneous suppression of
12 sources of radio emission;

- the possibility of continuous conducting of radio
intrusion and radio suppression on the parking lot and in
motion.

The main nomenclature of existing radio
communication equipment of the UFH range of the
Armed Forces of Ukraine and technically developed
countries of the world have the following technical
characteristics:

- frequency range — 30-512 MHz;

- power transmitter — 2-50 W;

- sensitivity of the receiver at the level — 110dB;

- signal type: M-position phase and AM-position
frequency manipulation.

From the fig. 3 it becomes evident that the devices
of electronic intelligence of the Armed Forces of RF are
capable of fully controlling the working range of
frequencies of radio communications of the Armed
Forces of Ukraine.

0 5000 10000 15000 20000
MLeer-2 ORP-377L (RP-377 LA)
BMKTK-1A mMeans of radio communication

Fig. 3. Comparative analysis of the working range
of radio frequencies of the Ukrainian Armed Forces
and the technical capabilities of electronic intelligence

Conclusion from the article

In this article, the authors of the research
conducted a comparative analysis of the technical
characteristics of the electronic intelligence of the
Armed Forces of the Russian Federation.

According to the results of the research, the
following conclusions can be drawn:

1. Devices of electronic intelligence of the Armed
Forces of the Russian Federation have the capability of
full control of the radio lines and are capable of:

detecting information exchange between radio
communication devices, determining the set of radio
frequencies, frequency detection of a signal and
disclosure of its structure;

calculation of interrelationship functions and
memorization of time positions of information signals
and metadata that accompany them for further
suppression of the radio link or influence on the
information flow;

decoding the received stream, set of statistics and
analysis of encrypted messages;

familiarity with the
transmitted over the radio;

simulation of signals transmitted in radio lines.

2. The frequency range of electronic intelligence
facilities of the Armed Forces of the Russian Federation
is considerably higher than the frequency range of the
radiocommunication facilities of the Armed Forces of
Ukraine and technically developed countries of the
world.

3. The classic methods of increasing noise
immunity and secrecy such as pseudo-random
processing of the operating frequency are not able to
provide a given level of secrecy.

4. Increased secrecy of radio communications of
the Armed Forces of Ukraine may be achieved through
organizational measures such as work with the
minimum transmitter power, use of encryption tools
(hardware and software); use of direct spectrum
expansion technology.

5. Analysis of the literature shows that the general
disadvantage of broadband systems is the use of signals
with a regular structure, which makes it easy to detect
them, to reveal the structure and to arrange an obstacle.

6. Since the question of shifting the working range
of communication frequencies that are out of range of
electronic warfare devices at this time is not due to the
complexity of its implementation, it is necessary to find
ways to increase the energy secrecy of signals by
devices of electronic intelligence and increase the
cryptosecurity of messages [8, 9].

This issue will partially solve the use of timer
signal constructions.

Taking into account the above, the direction of
further research should be considered the development
of scientific and methodical apparatus for increasing the
structural secrecy of radio communication facilities
based on the use of timer signal structures.

content of messages
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AHaJIi3 TeXHiYHMX XapaKTePHCTHK 3ac00iB pagioeeKTpoHHOI po3Bigkn Pociiicbkoi ®enepanii
B. B. I'opaiituyk, B. 1. Ceprienko, A. O. Mimenko, A. B. Humangkuii, 1. B. TTo3nHsxo

OnHi€r0 3 BaXKIMBUX XapaKTEPHCTHUK CHUCTEM 1 3ac00iB paiio3B’si3Ky, sKi (YHKLIOHYIOTh B YMOBAX PaJioeleKTPOHHOrO
MOJIABIICHHS € IX CKPHUTHICTb, 11O € 3JATHICTIO CHCTEM 1 3aco0iB pazio3B’A3Ky HMPOTHCTOATH Aii 3acobaM paioTeXHiYHOI
po3Binku. PamiorexHiuHa posBinka nepeadauae MOCHIIZOBHE BUKOHAHHS TPbOX OCHOBHHMX 3alad: BHABJICHHS (akry poboTu
cucreMu (3aco0y) panio3B’si3Ky (BHSBICHHS CHUTHAlY); BU3HAYEHHS CTPYKTYPH BUSIBIEHOIO CHUTHaly 1 HOro OCHOBHHX
rapameTpiB; po3KpHUTTs iHopMallii, sika MiCTHTBCS B CHT'Haii. BpaxoByroun nposenennst Oneparnii 06’ exHanux Crt Ha Cxoni
Vkpainy, 1o BHKIMKaHA 30poitHO0 arpecieto P@ mnocrae akTyanbHe NHUTaHHA INOAO AHANI3Y TEXHIYHHX XapaKTEPUCTHUK
KOMIUIEKCIB paJlioeIeKTPOHHOI PO3BIAKM M0N0 BU3HA4YeHHsS (akTy podotu 3acobiB paxioss’sisky 3C YkpaiHH Ta CTpYKTypU
(Bumy) cHUrHasiB, IO BHUKOPHCTOBYETHCS. ABTOpaMH 3a3HA4YEHOI CTATTI NPOBEINECHWH aHali3 TEXHIYHMX XapaKTepHCTUK
KOMIUIEKCIB paJlioelIeKTpOHHOI po3Binku 30poitHux cun Pociiicekoi @enepauii mono Bu3HaueHHA (akTy poOOTH 3acobiB
panioss’s3sky 3C VYkpainu Ta CTpyKTypH (BHIY) CHIHANIB, IO BHKOPHCTOBYETHCA. B X0l IOCTIDKEHHS aBTOpaMH OyiH
BUKOPHCTaHI OCHOBHI IOJIOKEHHs Teopii 3B’A3Ky, Teopii pamioeneKTpoHHOI O0poThOM, Teopil CHrHaJB Ta 3aralbHOHAYKOBI
METOJIM aHATI3y Ta CHHTE3y. 3a pe3y/bTaTaMH IPOBEICHOT0 JOCIIKEHHSI MOYKHA 3pOOHTH HACTYITHI BUCHOBKU: Jialia30H 4acToT
3aco0iB pajioenekTpoHHOi po3Binku 30poiHux Cui Pociiicekoi ®Dexpepaunii € 3HaYHO OUIBIIMM 3a Jiara3oH 4acToT 3acoliB
paniosB’s3ky 30poiiHux Crin YKpaiHy Ta TEXHIYHO pO3BUHEHHX KpaiH CBITY; KJIACHUHI METOJM ITiABUIIEHHS 3aBa03aXHIIIEHOCT]
Ta CKPUTHOCTI Taki K IICEB/IOBHIIAJKOBA IEpECTPOiika podoUoi 4acTOTH HE 3MO31 3a0€3MEUUTH 3aJaHOrO PiBHSA CKPUTHOCTI
BpaxoByroun 3a3HaueHe, HANpPSMKOM IOAAJIBIIMX JOCHIKEHb CJiJi BBa)KaTH PO3POOKY HAayKOBO-METOAMYHOIO amapaTy
ITiIBUILIEHHS CTPYKTYPHOI CKPUTHOCTI 3aC001B pajlio3B’ 3Ky HA OCHOBI BUKOPHCTaHHS TaiMEPHUX CUT'HAJIBHUX KOHCTPYKIIiH.

Kar4doBi cioBa: cucremu paiiosB’s3Ky, paliopecypc, 3aBajl0o3aXHIIEHICTh, PAaioOeNeKTPOHHE IOAABIICHHS, pajio-
€JIEKTPOHHA PO3BiJIKa, CKPUTHICTB.

AHa/IN3 TEXHMYECKHX XaPAKTEePUCTUK CPEACTB PAIu03JIeKTPOHHOM pa3Beaku Poccuiickoii denepanun
B. B. T'opaeituyk, B. JI. Cepruenko, A. O. Mumenko, A. B. [Humanxui, I1. B. [lo3nHsaxos

OnHOM M3 BaXHBIX XapaKTEPUCTHK CUCTEM U CPEACTB PAIMOCBS3H, KOTOpble (YHKIHOHHUPYIOT B YCIOBHSX
PaANO3IEKTPOHHOrO TIOJABICHHS €CTh UX CKPBITHOCTB, KOTOPAsi €CTh CBOMCTBOM CHCTEM H CPEICTB PAIHOCBS3H IIPOTHBOCTOSATh
JEACTBUIO CPEICTB PaJMOTEXHHYESCKOH pa3BeIKH. PaIMOTeXHHWYEeCKas pas3Belka IpeIyCMaTPUBAeT IIOCIIEOBATEIBHOE
BBINIOJIHEHNE TPEX OCHOBHBIX 3a/lau: oOHapykeHHe (akra paboThl CUCTEMBI (CPEICTBA) PaaMOCBsA3KM (OOHApYKEHHE CHI'HAJIA);
OIIpe/ieNIeHHE CTPYKTYPhI OOHAPY>KEHHOT0 CUTHAJIA ¥ €T0 OCHOBHBIX I1apaMeTPOB; BCKPHITHE HH(OPMAIK, KOTOPask COLEPIKUTCS
B CUrHajJe. YuuthiBas nposeneHue Oneparmy o0bequHEHHBIX Cuin Ha Bocroke YKpauHBI, KOTOpas BBI3BaHAa BOOPY)XKCHHOMN
arpeccueii PO CTaHOBUTCS aKTyalbHBIM BONPOC aHAIH3a TEXHUYECKHX XapaKTEPHCTHK KOMIUICKCOB DaJHOdJICKTPOHHON
Pa3BEeKU OTHOCHTENBHO olpeneneHue Qakra paborbl cpenctB paauocBsisy BC VKpauHBI M CTPYKTYpHl (BHAQ) CHIHAJIOB,
KOTOpBIE HCHOJNB3YIOTCSA. ABTOpaMH [aHHOM CTAaThbd MPOBENEH aHAIM3 TEXHUYECKUX XapaKTEPHCTHUK KOMIUIEKCOB
PaaMO3IEKTPOHHOM pa3BelIKH BOOPYKEHHBIX cuil Poccniickoil ®ezepaluy 1o BBUIBICHHIO (hakTa pabOThI CPEACTB PAIHOCBI3H
BC YkpauHBI U CTPYKTYpPBI (BH/a) CUTHAJIOB, KOTOPBIE UCIONB3YIOTCSA. B Xone uccienoBaHus aBTopaMy ObLIN MCIIOJIb30BaHBI
OCHOBHBIE NOJIOXKEHHUSI TEOPUH CBSI3H, TEOPHH PATUOIIEKTPOHHOH OOPHOBI, TCOPUH CHTHAJIOB M OOIICHAYYHbIE METOABI aHAJIN3a
u cunaTesa. ITo pesynmbraTaM MPOBEICHHOTO HCCICIOBAHUS MOXKHO CJIENATh CIEMYIOIINE BBIBOABI: HAIIA30H YacTOT CPEICTB
PaaMO3IEKTPOHHOM pa3BeIKH BOOPY)XXEHHBIX cuil Poccuiickoit denepanyy ecTh 3HAYUTEIEHO OONBIINM 4YeM AMANa3oH 4acToT
CPEACTB pannocBszu Boopyxé&HHbIX Cyl YKpauHbl U TEXHHYECKH PA3BUTBIX CTPAH MHUPA; KIACCHYSCKHE METOIB! IIOBBIIICHUS
HOMEXO03AIIUIEHHOCTH U CKPBITHOCTH TaKHe KaK IICeBAOCTyJaliHas IIepecTpoiika padouell 4acTOThl He B COCTOSHUU 00ECIIeUNTh
3aJIaHHOTO YPOBHS CKPBITHOCTH. YUMTHIBAsl JaHHOE, HAIPaBICHUEM NAIbHEHIINX MCCIENOBAHUEM CIEeIyeT CYMTATh Pa3paboTKy
HAayYHO-METOIMYECKOr0 aImapaTa IOBBIIEHHUS CTPYKTYPHOIH CKPBITHOCTH CPEICTB PAAMOCBS3M HAa OCHOBE HCIIOJIb30BAHHS
TalMEPHBIX CHTHAIBHBIX KOHCTPYKIHIL.

KiaodyeBble cJIOBa: CHCTEMBI PaJHOCBSI3U, PAIUO PECYPC, MOMEXO3aIUHMIICHHOCTD, PaJHOdIEKTPOHHOE HMOaBICHHE,
PaarOdJICKTPOHHAS Pa3Be/IKa, CKPBITHOCTb.
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